Abstract. A novel virtual user system is modeled for enhancing the security of an optical code division multiple access (OCDMA) network. Although the OCDMA system implementing code shift keying (CSK) is secure against a conventional power detector, it is susceptible to differential eavesdropping. An analytical framework is developed for the CSK-OCDMA system to show eavesdropper's code interception performance for a single transmitting user in the presence of a virtual user. It is shown that the eavesdropper's probability of correct bit interception decreases from 7.1 × 10 −1 to 1.85 × 10 −5 with the inclusion of the virtual user. Furthermore, the results confirm that the proposed virtual user scheme increases the confidentiality of the CSK-OCDMA system and outperforms the conventional OCDMA scheme in terms of security. © 2012 Society of Photo-Optical Instrumentation Engineers (SPIE).
Introduction
Enhanced information security is often said to be inherent in optical code division multiple access (OCDMA) technology. 1, 2 It is difficult for an eavesdropper to get any meaningful information from the noise-like OCDMA encoded signal without knowing the code used, but the literature revealed otherwise. The research done on the security shows that the confidentiality of an OCDMA network can be easily compromised whenever an eavesdropper gets isolated user access. 3 An eavesdropper in an OCDMA network can isolate a single user's signal at various locations within the network. One way to isolate an individual user's signal is to put a tap before the multiplexer, i.e., the signal is tapped out even before it gets multiplexed with the multiple user signals. The network confidentiality is also pretty susceptible when only one user is transmitting and all the other users are sitting idle in the same time period. 3, 4 It is found that an isolated OCDMA user with on-off keying (OOK) data modulation format does not have any security of information transmission. 5, 6 The code interceptor can easily read the data bits by simply integrating energy over the bit period. In Ref. 4 , a virtual user scheme was developed to prevent the isolation of a single user in the network. It was shown that the virtual user scheme increases the security of OOK-OCDMA against a simple power detector.
Moreover, the vulnerability of an OOK-OCDMA system to a simple energy detector is also avoided by code shift keying. 6, 7 But it is demonstrated in Ref. 8 that the confidentiality of a code shift keying (CSK)-OCDMA can be easily compromised by a differential eavesdropper.
In this letter, a novel technique has been proposed to enhance the security of a CSK-OCDMA network against differential detection. The underlying principle of the proposed technique is that the obscuration of the targeted signal by forcing the eavesdropper to detect multiple signals simultaneously can increase the level of confidentiality significantly in an OCDMA network.
Virtual User Technique
By forcing the eavesdropper to detect multiple signals simultaneously, the eavesdropping attack on the targeted signal can be hindered. Therefore, the level of confidentiality will automatically increase when the eavesdropper is deliberately made to detect multiple user signals in the same time instant. This can be done by incorporating a virtual user in the system as shown in Fig. 1 . In this scheme, a virtual user is present in parallel with each authorized user. This dummy user is same for all users using the same codeword. The pseudo random noise is given as the data input to the virtual user and the data is encoded using a unique optical code from the code set used. Both the legitimate signal and the virtual user signal are multiplexed together before being sent on the optical fiber. The virtual user attached to the authorized user will transmit whenever it finds out that a particular user is the only active one in the network. The transmission of a particular virtual user depends on the feedback sent to it by the intelligent feedback control (IFC). It sends the 'ON' feedback signal to the virtual transmitter of that particular user as soon as it detects an isolated user signal. The IFC allows the virtual user to transmit as long as all the other users in the network are not transmitting; otherwise it will send the 'OFF' signal to the active virtual transmitter. So, when only a single user is transmitting while all other users are sitting idle at the same time, the virtual user is the source of multiple access interference which makes the eavesdropper's task difficult. Moreover, the technique is bandwidth efficient as it does not impose any additional bandwidth penalty as compared to conventional CSK-OCDMA network.
Eavesdropper's Probability of Correct Bit
Interception in Presence of Virtual User In this section, an analytical framework is developed to analyze the security performance of an isolated user signal in an OCDMA network in the presence of a virtual user. For CSK-OCDMA, the probability that a pulse belonging to a virtual user overlaps with one of the pulses of the desired user is given by Refs. 9 and 10,
where L is length of code, λ is the number of wavelengths, and w is weight of the code. In optical orthogonal codes, two code words cannot overlap at more than one pulse position. There are w 2 ways of pairing the w pulses of an authorized user with its virtual user.
One virtual user is created and it generates w hit-of-one over a bit period. The probability of having a pulse's peak v in anyone of (L − 1) undesired time slot location is
The probability that t time slot locations have pulse intensity of at least w and remaining (L − 1 − t) have intensity less than w is given by
The probability of correct bit interception at eavesdropper is, when virtual user is active Figure 2 shows the probability of correctly detecting the transmitted bit for both cases when first, only a single user is transmitting, and second, when a virtual user is active along with an isolated user.
It is shown that an eavesdropper's probability of correct bit interception decreases from 7.1 × 10 −1 to 1.85 × 10
with the inclusion of a dummy user. The interference caused by the virtual user degrades the code intercepting performance of an eavesdropper. One can see that the obscuration of the targeted signal in this scenario would significantly increase the level of confidentiality.
Results and Discussion
Although CSK improves the security against an energy detector, it is experimentally shown in Ref. 8 that single user CSK-OCDMA signal can be easily intercepted by a differential eavesdropper. In this work, a single user CSK-OCDMA system is simulated in differential eavesdropping environment with and without the virtual user. The carrier signal consists of eight wavelengths starting from 1550 nm to 1551.4 nm spaced 0.2 nm apart. The pseudo random bit sequence data of length 2 7 bits with 2 5 points per bit modulates the carrier signal to generate the modulated optical input signal. For the code switching scheme, both the bits "0" and "1" are encoded, so a code is used for encoding bit "1" and the complementary code is used for encoding bit "0" (see Ref. 4) . Each encoder employs spectral encoding using Walsh Hadamard codes. 11 A virtual user created in parallel to the legitimate user produces the same effect as CSK. Different code from the code-set is assigned to the virtual user. Therefore, it appears as one of the authorized users to the eavesdropper. The differential eavesdropper is implemented by combining the received signal with its one bit delayed version followed by balanced detection. 7 For both CSK and virtual user CSK, the variation of the eavesdropper's bit error rate (BER) with respect to received power is shown in Fig. 3 . It is seen that the BER for Fig. 1 OCDMA network with virtual user environment. Fig. 2 Eavesdropper's probability of correct bit interception. Optical Engineering 090501-2 September 2012/Vol. 51 (9) conventional CSK at the differential interceptor is low which further decreases with the increase in received power, whereas the BER for the virtual user CSK is high and remains unchanged with an increase in received power. This confirms that the virtual user CSK scheme provides robustness against differential eavesdropping to which the ordinary CSK is susceptible. 8 The values of BER at the eavesdropper obtained for both the conventional and proposed scheme have been compared in Table 1 for different values of received power. The BER for the conventional CSK receiver varies from 3.34 × 10 −8 to 9.06 × 10 −12 while for the proposed scheme the BER remains constant at 4.03 × 10 −2 . Low values of BER for the conventional CSK receiver make it possible for the eavesdropper to correctly detect the transmitted information, whereas the high BER using a virtual user scheme denotes that the information is unintelligible to the eavesdropper. Moreover, the virtual user scheme was analyzed for OOK in the presence of a simple power eavesdropper in Ref. 4 and the constant BER obtained at the eavesdropper was 5.6 × 10 −3 . In this work, a more sophisticated differential eavesdropper is analyzed for CSK scheme and an improved constant BER of 4.03 × 10 −2 is achieved. Figure 3 also shows an eye diagram measured at differential eavesdropper in the presence of a virtual user. It can be seen that the eye diagram has many levels. The high BER and small eye opening indicate that the received signal at the eavesdropper is fully distorted, thus, the transmission is secure. Figure 4 shows the input signal, output signal at the receiver, and the signal received by the eavesdropper. The signal received at the eavesdropper in the presence of a virtual user is shown in Fig. 4(b) . It is seen that the signal is unintelligible at the eavesdropper, thus, the transmitted information is secure. Although the signal at eavesdropper is unintelligible, the signal received at the authorized receiver [ Fig. 4(c) ] is perfectly intelligible and is the same as the transmitted signal [ Fig. 4(a) ]. From the results, it is clear that the inclusion of a dummy user in the OCDMA network enhances its isolated user security and increases the system robustness against eavesdropping.
Conclusions
In this letter, a virtual user system is proposed to increase the confidentiality of an OCDMA system. Although the single user CSK-OCDMA is secure against a simple energy detector, it is vulnerable to differential detection. An analytical model is developed for determining the eavesdropper's probability of correct bit interception. It is shown that the eavesdropper's probability of correctly detecting the bits decreases from 7.1 × 10 −1 to 1.85 × 10 −5 in the presence of a dummy user. Furthermore, the CSK-OCDMA system is simulated in a virtual user environment. The results show that the virtual user scheme decreases the vulnerability of CSK-OCDMA against eavesdropping. Hence, the obscuration of the targeted signal by forcing the eavesdropper to detect multiple signals simultaneously can increase the level of confidentiality significantly in an OCDMA network. The proposed scheme clearly increases the security of an OCDMA network while imposing negligible bandwidth penalty on the system. 
